HHCTPYKIHUSA ’
M0 pe3epBHPOBAHUIO H BOCCTAHOBJIEHHIO PA60TOCIOCOOHOCTH TEXHHUEE
nporpaMMHoro obecredenus, 6a3 TaHHBIX, CPEACTB 3aMHTHI HHPOPMAIHH H CPEICTB

KpHnTorpaguyeckoi 3amuTbl HHGoOpMauHH HHGOPMALHOHHOH CHCTEME MEPCOHATBHBIX
aaHabpIXx B MBOY HOII Nel?7

1. O0mue moJIoKeHus

1.1. Hacrosimas uHCTpyKUMs (nanee — MHCTpyKIMs) 10 pe3epBHPOBAHHMA M BOCCTAHOBJICHHUS
paboTocrocobHocTH TexHUYecKuX cpeacTs (manee — TC), mporpaMmmHoro obecredenus (nauee —
[10), 6a3 namuex (mamee — BJI), cpenctB 3ammutel mHpOopManun (nanee — C3HU) u cpeacts
kpunrorpadudeckoit 3amutel wHGopMammu (mamee — CK3UW) undopmanuoHHOH cHCTEMBI
NepcoHANbHBIX  AaHHbIX  (mayee — AMC) B MynununanbHoM — OHOIKETHOM
o0meoOpa3oBaTeIbHOM YUYpeXk/IeHHH HadalbHOM o0meobpa3oBatenpHoi mkose Ne 17 (nanee —
MBOY HOIII Ne 17) onpenensier neicTBUs, CBSI3aHHBIE C (YHKITMOHHPOBAHHECM TEXHHYECKHUX H
nporpaMMHBIX cpeacTB AHMC u cHCTEMBI 3alMThI NepCOHANBHBIX AaHHbIX (nasiee — C3I1In).

1.2. Hacrosiniass MHCTPYKIHS paspaboTana B COOTBETCTBHH C PYKOBOJSAIIMMH U HOPMaTHBHBIMH
JOKyMeHTam# perysisitopoB Poccuiickoit ®epeparuu B 001acTH  3allMThI  IEPCOHATBHBIX
JTAaHHBIX.

1.3. Llenbio JanHOM HHCTPYKIIUH sIBNIseTcs npeBeHTHBHAs 3amuTa aiementos AUC u C3I1/Ix ot
NpeOoTBpAleHUs TIOTEPH 3aluiaeMoi HH(POpMaIHH.

1.4. 3anayamMu 1aHHOI MHCTPYKIMH SBJISAIOTCS:

— OIpeiesieHHe Mep 3aIIUTHI OT TOTEPU HHGOPMALHH;

— oIpezie/icHHE JEHCTBHHA BOCCTAHOBIECHHS TEXHHYeCKHX M mporpamMHubix cpeacts AHUC u
C3I1/IH B ciydae notepH HHPOpMALUH.

1.5. JlelicTBHe HacTOsAIIEeH WHCTPYKIHMHM PACHpPOCTPAHAETCs Ha BCEX I0JIb30BaTENeH, MMEIOIINX
noctyn K pecypcam AMC, B ToM umclie Ha OTBETCTBEHHOro 3a obecnedenue Oe30IIaCHOCTH
[IEPCOHATBHBIX JAHHBIX HH()OPMAIIMOHHEIX CHCTEM MepcoHanbHbIX JaHHeIX MBOY HOII Ne 17
u agMuaKcTparopa AUC (nanee — aIMHHHCTPATOP CHCTEMBI), IMEIONIHX JOCTYI K TEXHHYECKHM
i nporpamMmHbiM cpeactBam C3[I[ln B paMkax CBOMX IOJHOMOYMMH, NpH BO3HHKHOBEHHH
aBapHHHBIX CUTYyalUii, B TOM YHCIIE:

— CHCTeMBI 0Oecre4eH s 0TKa30yCTOHYHBOCTH;

— CHCTEMBI Pe3ePBHOT0 KOIIMPOBAHNS ¥ XPAHEHHUS JaHHBIX;

— CHCTEMBI KOHTPOJIS GH3HYECKOTO JIOCTYTIA.

1.6. TTons3osarenieM AUC (manee — [Tonp3oBatens) suserca corpyaauk MBOY HOII Ne 17,
Y4aCTBYIONIMH B paMKax BBIIOJHEHHS CBOMX (DYHKIHMOHAIBHBIX 00s3aHHOCTEH B mpoleccax
aBTOMATH3HPOBaHHON 00pabOTKH MepcoHaNBHBIX AaHHBIX (nanee — [1/{H) 1 nmerommi qocTym K
anmaparHBIM Cpe/ICTBaM, IporpaMMHoMy obecrieuennto, nanubM 1 C3U AWC.

1.7. Tlom MHIMAEHTOM TIIOHMMAETCs HEKOTOpPOE IPOUCIIECTBHE, CBsi3aHHOE cO cOoeM B
dyuxumonuposannu neMeHToB AMC wim C3I1]1H, npenocTaBiseMbIX MMOJIB30BATENIAM, 8 TAKXKe
noTepeii 3amumaeMoi HHPOPMaLKH.



2. Iopsaok pearupoBaHUs HA HHUHEHT

2.1. IIpouciniecTBre, BHI3BIBAIONICE HHIIHIEHT, MOXET IPOH30HTH:

— B pe3yNbTaTe HeNpeHAMEPEHHBIX JIeHCTBHI 0/1b30BaTENEH;

— B pe3yNbTaTe peAHaMEePEeHHBIX IeHCTBHI [10/1b30BaTENeH U TPETHUX JIHLL;

— B pe3yJ/IbTaTe HapyIIeHHs IPABHJI SKCIUTyaTallid TEXHUIECKHUX CPe/ICTB AWC u C3I11H;

— B pe3yJabTaTé BO3HHKHOBCHHA BHEIITATHBIX CHTyaHHﬁ M 0OCTOSTENIBCTB Hel'[pCOJIOJTI/IMOﬁ
CHIIBL.

2.2. Bce meiicTBHA B IIpOLIECCE pearnpoBaHHs Ha MHIMICHT MODKHBI JIOKYMEHTHPOBATHCH
OTBETCTBEHHBIM 3a ObecrieyeHne Oe30NMacHOCTH TEPCOHAIBHBIX NAHHBIX WH(OPMAIMOHHBIX
crcTeM nepcoHanbHbX naHHeX MBOY HOII Ne 17 i aiMHHACTPaTOPOM CHCTEMEIL B «Kypnan
ydera coOBITHI HHPOPMAIHOHHOH Oe30IacHOCTHY.

2.3. B kparuaiimme CpPOKH, HEe IPEBHINIAIOMHUE OJHOTO pabouero JHA OTBETCTBEHHBIH 34
obecreuenre 6e30MacHOCTH MEPCOHABHBIX JAHHBIX HH()OPMALHOHHBIX CHCTEM IE€PCOHATBHBIX
napelx MBOY HOII Ne 17 ¥ agMHHHCTPAaTOp CHCTEMBI MNPEANPHHAMAIOT MEpBl IO
BOCCTAHOBJIEHHIO Pab0OTOCTIOCOOHOCTH.

2.4. [lpennpuHuMaeMble Mephl, IO BO3MOXHOCTH, COTJIACYIOTCA € BBINICCTOAINMM
pyKkoBoACTBOM. 10 HEOOXOAMMOCTH, MepapXus MOXKET ObITh HApyIICHA C ICIBI0 MOTYHCHUS
BBICOKOKBATH(HIIMPOBAHHON KOHCY/IBTAMH B KpaTYaiIIie CPOKH.

3. Texauueckue Mephbl

3.1. K TexHHYEeCKHM MepaM 00ecneueHus HenpephIBHOH paboThl H BOCCTAHOBJICHHS OTHOCATCH
IpOrpaMMHBIE, alllapaTHBIE H TEXHMYECKHE CPEICTBA,M CHCTEMBI, HCIIONB3YEMBIC JIIA
Tpe/IOTBpAILeHHs] BO3HUKHOBEHHS MHIIMIEHTOB, TaKHe Kak:

— cucreMsl xu3Heobecnegenus AUC;

— cHCTeMBI 0becrieueH s 0TKa30yCTONYHBOCTH;

— CHCTEMBI PE3EPBHOTO KONMPOBAHUS U XPaHCHHUS IaHHBIX;

— CHCTEMBI KOHTPOJIS (PM3HMUYECKOro JOCTYIA.

3.2. Cucremsl xu3Heobecneuenus AVUC BxiioyaroT:

— N0KapHBIEe CUTHATH3AIMHA H CHCTEMbI [I0KapOTyILCHHS,
— CHCTEMBbI BEHTHJISIIIHE H KOHJIUIIHOHUPOBAHHUS,

— CHCTEMBI PE3EPBHOIO M TAHHS.

3.3. Bee kputnunsie nomemenns MBOY HOIIL Ne 17 (momemerus, B KOTOPBIX Pa3MEIAIOTCA
snementbl AMIC u C3I1J{H) 1OWKHEI GbITH 060PYI0BAHbI CPEICTBAMH [IOXKApPHOH CHrHATH3AIMH
H [10XKapOTYIIEHHA.

3.4. Jlnst BRINOTHEHHs TpeOOBaHHIT 110 3KCILTyaTalHy (TeMIepaTypa, OTHOCHTE/IbHAS BIXKHOCTb
BO3/AyXa) MporpaMMHo-anmapartHeix cpeacts AUC B mOMENIEHMAX, TAE OHH yCTaHOBICHEL,
JOJKHBI TIPAUMEHSATBCS. CHCTEMBI BEHTHIISILMH ¥ KOH/IMIIHOHHPOBAHHS BO3IyXa.

3.5. Jlas mnpenoTBpalieHHs NOTeph HHGOpPMAnMM INp¥ KPaTKOBPEMEHHOM OTKIIIOYCHHH
snekTposHeprun Bee kmouesbie dnemerTel AMC u C3I1/1H, cereBoe H KOMMYHHKAIHOHHOE
oGopyjoBanue, a Takke Haubonee KpuTuuHble APM JIOJDKHBI MOAKIIOYATBECA K CETH
3NIEKTPONUTAHHUS Yepe3 HCTOUHHKH OecriepeOoHHOro MUTAH!L.

3.6. CucreMbl 00ecIieueHHs 0TKa30yCTONIHBOCTH:!
— KJIacTepH3allus,
— texHosiorus RAID.



3.7. Jlns oBecredeHns 0TKa30yCTOHIMBOCTH KpUTHYHBIX KomMmoHenToB AWC 1ipu cGoe B paboTe
060py/I0BaHHS ¥ MX aBTOMATHYECKOi 3aMeHbl 0€3 MPOCTOEB NOJDKHBI HCIOJIL30BAThCA METO/BI
KJIaCTepH3aLlHH.

3.8. JUs Haubomee KPUTHYHBIX KoMroHenToB AWC [0/DKHEI HCTIONB30BaThCs TEPPUTOPHATIBHO
yIaIeHHbIE CHCTEMBI KI1aCTEPOB.

3.9. Jlns 3ammThl OT OTKA30B OTJAENbHBIX [MCKOB CEPBEPOB, OCYMIECTBISAIONMX 00paboTKy M
XpaHeHHe 3alMmaeMolt HH(MOPMALMH, T0JDKHBI HCIONb30BaThes TexHonornn RAID, koropeie
(xpome RAID-0) npumeHsIOT Ay0nupoBaHye JaHHBIX, XpaHUMBIX Ha JIHCKaX.

3.10. CucreMa pe3epBHOIO KONMPOBAHHS M XPAaHEHHS JaHHBIX JOJDKHA 00eclicYiBaTh XpaHEeHHE
3aruIaeMoii HHGOpPMAIMK Ha TBEPBIA HOCHTENb (JIEHTY, JKECTKHMH JIUCK U T.IL.).

4. OpraHM3auMOHHbIE MepPbI

4.1. PesepBHOE KONMPOBAaHHE W XPaHEHHE JAaHHBIX JOJDKHO OCYIIECTBIATH Ha IEPHOJMYECKOH
ocHoBe: — 11 06pabarbBaeMbix [1JIH — COracHO HHCTPYKITHH 110 00€CIIeYeHnIo Oe30ImacHOCTH
[1JIg; — 1A TeXHOJOrM4ecKod HMHpOpPMAIMK — HE PEXe pa3a B MECAL;— OTAJIOHHBIC KOMHH
nporpammioro obecrneuenus (OC, mTaTHOe W CrenHaIbHOE I10, mporpammusie C3H), ¢
KOTOPBIX OCYIIECTBIIAETCS X ycTaHoBKa Ha anemMeHTh AMC — He pesxe pasa B Mecsll, H KaXX/IbIi
pa3 Ipu BHECEHUH H3MEHEHHH B 3TaJOHHbIE KOTMH (BBIXOJ HOBBIX BEPCHI).

42. JlaHHBIE O MPOBEJECHHH. TIPOLEIYPHl PE3EPBHOr0 KOMHUPOBAHUS JOJDKHBI OTPaKaTbCAd B
CIIEIMATEHO CO3/IaHHOM XKypHaJIe y4eTa.

4.3. Hocuremn, HAa KOTOphle MPOH3BENEHO pE3EPBHOE KONMHPOBAaHHE, JOJUKHBI OBITH
IPOHYMEPOBAHBI: HOMEPOM HOCHTEIS, IaTOH MPOBE/ICHNs Pe3ePBHOTO KONMUPOBAHHUL.

4.4, HocuTeny IOJDKHBI XPAaHHTHCS B HECTOpPAaeMOM WIKady WM MOMEIeHnH 000pyA0BaHHOM
CHCTEMOH MOKapOTYLICHHS.

4.5. Hocutenu DOKHBI XPaHHUTLCA HE MEHEE rojia 1y BO3MOXKHOCTH BOCCTaHOBJICHHUA JaHHBIX.



